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•	 Take the time to make a security plan
•	 Ensure all measure are in place to protect security of researchers, users and stakeholders: informational, physical and 

mental security.
•	 Ongoing assessment that your research or venture do not infringe security 
•	 Security needs to balance the right to privacy, civil libertiesSecurity

•	 Avoiding harm to people and environment 
•	 Improve the situation of others 
•	 Proactively weigh risks and benefits, avoiding the distribution of risks among the most vulnerable and the distribution of 

benefits only among the better-off 
•	 Support participant’s competence in engaging with research: how they directly benefit from the research process?Sustainability

•	 Integrate space and ability to make judgments based on situation, interests, and feelings at hand, not just based on general 
regulations. 

•	 Relate to research neutrality: innovation must be agile, prepared and responsive to political, racial, religious or ideological 
injustices. 

•	 But fairness and neutrality are not equal: fairness may mean innovation should be arranged so that most benefit goes to the 
least advantaged.Fairness

•	 Internal Project Management  
•	 It’s related to responsibly and openly discussing and updating ethical research plans and spaces for reflection 
•	 Select to work with the most sustainable materials, resources, and impact. 
•	 Be sensitive to both the short and long-term implications of your project activities.Stewardship

•	 Or about the principle of no harm
•	 Prevent and alleviate suffering
•	 Respect and active protection of dignity
•	 Particular attention to the vulnerable
•	 All persons should be treated with respect, tolerance and compassion, regardless of their behaviour, politics or attitudes
•	 Human interest cannot be harming other species or environmentHumanity
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•	 It may apply to people and processes  
•	 The practice of pseudonymity ensures that a subject engages without revealing their identity and still remains accountable for 

that engagement. 
•	 Consistency with what and who is being protected with anonymity is granted.  
•	 Reflect on how anonymity may support trust or distrust.Anonymity

•	 Ensure opt-out options and mechanisms for data subjects and stakeholders to exercise control over their data and change 
the way they distribute it.  

•	 Concealing data processing, closing access to internal mechanisms in systems created, or creating dependencies, or 
monopolizing options, do attempt to self-determination. 

•	 It’s related to the rights of subjects to share or not their information. 
•	 The means your project supports researchers or subjects to have control over their own life. Self-determination

•	 Capacity to offer data subjects real choice and control over the collection and processing of their data. 
•	 Ensure that the data subjects have a clear understanding of ways their data are being collected, processed and stored, and 

the ways they withdraw consent. 
•	 Consent does not absolve research accountability for ways data is used.Consent 

•	 Clarity about who exercise the role of data protection  
•	 Mechanisms for data subjects and stakeholders to exercise control over their data. 
•	 Clarity of what kinds of data (and how much of it) needs to be shared, with who, and why. 
•	 Use only secure and approved platforms to store and process your data (One Drive). Be careful with data leakage via 

message, email, and social/communication platforms.Data Protection

•	 Protect data collection from unauthorized access 
•	 Store participants data securely 
•	 Be aware of the different implications of the law, algorithms that manage the law, and people who interpret it. 
•	 State clearly the intentions of what Privacy provides in your context and with what end. 
•	 Different to Data Protection: private lives, private space, private property. 
•	 Be aware that Privacy does not cover injustices.Privacy
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Purpose Limitation

•	 Ensure that you only collect, process, and store the necessary amount of data to achieve specified, explicit, and legitimate 
purposes or objectives.  

•	 Only engage with the right number of participants or stakeholders that your goal requires. 
•	 Make sure your project is rightly framed and focused accordingly with the resources and time you can manage. 

Proportionality

•	 Ensure that risks of methods involved are proportional to the expected benefits of sharing information. 
•	 This principle is related to data minimization.  
•	 Reflect on what methods you are planning and the amount of activity it requires, map it against your timeline and resources. 
•	 To breach any ethical principle must be proportional to national security, public safety, and communication wellbeing.  
•	 To breach any ethical principle must be proportional to human rights, prevention of crime, and protection of health.

Diversity

•	 Integrate methods to allow different ways to be visible (or not) in research: gender, nationality, race, socio-economic 
backgrounds, geography. 

•	 Open recruitment mechanisms in a way that stakeholders, users, and participants represent the differences.  
•	 Make visible and available differences in practice and meaning. 
•	 Attend to the principle of subsidiarity, to avoid exclusions. 

Adaptability

•	 Capacity of your methods to withstand the need for change, exception, improvisation as collaborations shift over time.  
•	 Two particular features are important: flexibility and reversibility 
•	 Support subjects in evaluating and changing parameters, data flows, and the components of systems and practices.

Dignity

•	 All stakeholders, users and participants are treated with respect, accounting for their own cultural understanding of dignity.  
•	 Proactively avoid reproducing stereotypes and cultural assumptions. 
•	 Be welcoming to other ways of knowing and assure all research methods are bidirectional and horizontal. Offer and be 

open to receiving.
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Respect

•	 Guarantee to all subjects partaking in your research directly or affected by it, are never treated as a means to an end.  
•	 Take into account the value-systems of all parties involved. 
•	 This includes tolerance to differences, recognition of the rights of others, and taking responsibility for how one’s own 

actions affect others and their rights.

Inclusiveness

•	 Do not rely on technology to bring in more or wider range of users or participants. 
•	 Be aware of how people, technology and resources compete with each other 
•	 Support noticing, determining and improving information quality. 
•	 Including a wider range of data and sources means greater need for management. 
•	 Sharing everything with everyone clogs the decision lines and confuses signal with noise, be clear on the reasons for 

exclusion.

Equality

•	 Ensure that different groups of people receive the same treatment. 
•	 Ongoing assessment and identification of research, institutional or technological biases that might inadvertently be 

introduced to your practice.  
•	 Reflect on equal opportunity for contributions, access, representations, engagement, and attention to all groups 

engaged in the project. 
•	 Ensure your project does not contribute further to social inequalities.

Accessibility

•	 Access to information – i.e. readability and simple navigation into the design – how open is your system? 
•	 Access to physical technology or internet networks that make it possible for any user to engage with what is being 

designed.  
•	 Access in terms of affordability and cultures of practice, how affordable is your system to all potential stakeholders and 

beneficiaries. 

Non-discrimination

•	 Reflect on your position, your biases, your privileges and of the subjects involved in your research. 
•	 Avoid any decisions that lead to inequality based on race, ethnicity, religion, gender, ability or sexual orientation, class or any other status. 
•	 Provide mechanisms to support freedom to express different points of view. 
•	 Ensure that interactions are culturally sensitive. 
•	 Be attentive of any institutional or algorithmic biases that might be inadvertently introduced to or intensified discrimination in your project.
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Collaboration

•	 In your project team, establish communication mechanisms and ways of working. 
•	 Reflect on the disciplinary background and cultures of work of all team members and project partners. 
•	 In all interactions and engagements to provide clarity of purpose, some activities are common in our practice and rate in 

others.
•	 Integration of mechanisms and spaces to discuss different stakeholders goals

Autonomy

•	 All parties - individuals, organisations, regions, nations - need to be able to maintain autonomy in order to properly 
collaborate and meaningfully participate

•	 Collaboration and participation should not require one organization, community or individual to give up control or lose their 
voice to achieve a shared idea.

•	 Autonomous technologies and devices (drones, AI systems, algorithmic systems) must be accountable.   

Accountability

•	 Capacity to stay answerable for one’s choices, actions and expectations of one’s role.
•	 Capacity of algorithms, design and technologies to account for their affordances in an intelligible way 
•	 Integration in research and systems beings created of spaces and capacities to respond to the unknown and unexpected

Responsibility

•	 Be responsive in accordance with the duties of your role
•	 nsure that there are established and meaningful ways to re-address when things go wrong.
•	 This includes considering how actions could impact those engaged in the system as well as in great society and 

environmental impact

Trust

•	 Consult others when there are uncertainties
•	 Indentify positive expectations and 
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